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References: 1. Letter, NRC to Entergy Nuclear Operations, Inc., “Vermont Yankee
Nuclear Power Station- Issuance of Amendment Re: License Amendment
Request - Cyber Security Plan (TAO No. ME4296),” dated July 20, 2011,
NVY 11-056

2. Letter, Entergy Nuclear Operations, Inc. to NRC, “Technical Specifications
Proposed Change 292, Supplement 2, Response to Request for
Additional Information (RAI) and Revision to the Vermont Yankee Cyber
Security Plan,” dated April 4,2011, BVY 11-023

Dear Sir or Madam:

In Reference 1, the NRC issued License Amendment No. 247 to the Facility Operating
License for Vermont Yankee (VY) that approved the Vermont Yankee Cyber Security Plan
and associated implementation milestone schedule. The Cyber Security Plan
Implementation Schedule contained in Reference 2 was utilized as a portion of the basis for
the NRC’s safety evaluation report provided by Reference 1. Entergy is planning to
implement the requirements of Implementation Schedule Milestone 6 in a slightly different
manner than described in the approved Implementation Schedule. Although no change to
the Implementation Schedule date is proposed, the change to the description of the
milestone activity is conservatively considered to be a change to the Implementation
Schedule, and in accordance with the provisions of 10 CFR 50.4 and 10 CFR 50.90, Entergy
is submitting this request for an amendment to the Facility Operating License for Vermont
Yankee. The Vermont Yankee Cyber Security Plan, Revision 0 was previously provided in
Reference 2.

Attachment 1 provides an evaluation of the proposed change. Attachment 2 contains
proposed marked-up operating license pages for the Physical Protection license condition
for Vermont Yankee to reference the commitment change provided in this submittal.

This letter contains security-related information — Attachment 1 (Sections 1, 2, 3)
and Attachment 4 are withheld from public disclosure per 10 CFR 2.390
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Attachment 3 contains the proposed revised operating license pages. Attachment 4
contains a change to the scope of Implementation Milestone 6. Entergy requests that
Attachments 1 (Sections 1, 2, and 3) and 4 which contain security-related information (SRI)
be withheld from public disclosure in accordance with 10 CFR 2.390.

The proposed changes have been evaluated in accordance with 10 CFR 50.91 (a)(1) using
criteria in 10 CFR 50.92(c), and it has been determined that the changes involve no
significant hazards consideration. The bases for these determinations are included in
Attachment 1.

Entergy requests this license amendment be effective as of its date of issuance. Although
this request is neither exigent nor emergency, your review and approval is requested prior to
December 31, 2012.

In accordance with 10 CFR 50.91, a copy of this application, with attachments, is being
provided to the designated Vermont Official.

The revised commitment contained in this submittal is summarized in Attachment 5. Should
you have any questions concerning this letter, or require additional information, please
contact Robert J. Wanczyk at 802-451-3166.

I declare under penalty of perjury that the foregoing is true and correct. Executed on
July 2,2012.

CJW/jmd

Attachments: 1. Analysis of Proposed Operating License Change (contains SRI)
2. Proposed Vermont Yankee Operating License Changes (mark-up)
3. Revised Vermont Yankee Operating License Pages
4. Revised Cyber Security Plan Implementation Schedule (contains SRI)
5. List of Regulatory Commitments
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and Attachment 4 are withheld from public disclosure per 10 CFR 2.390
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cc: Mr. William M. Dean
Regional Administrator, Region 1
U.S. Nuclear Regulatory Commission
2100 Renaissance Blvd, Suite 100
King of Prussia, PA 19406-2713

Mr. Richard V. Guzman
Division of Operating Reactor Licensing
Office of Nuclear Reactor Regulation
U.S. Nuclear Regulatory Commission
Mail Stop 08C2A
Washington, DC 20555

USNRC Resident Inspector
Entergy Nuclear Vermont Yankee, LLC
320 Governor Hunt Rd
Vernon, Vermont 05354

Ms. Elizabeth Miller, Commissioner
VT Department of Public Service
112 State Street — Drawer 20
Montpelier, Vermont 05620-260 1

This letter contains security-related information — Attachment 1 (Sections 1, 2, 3)
and Attachment 4 are withheld from public disclosure per 10 CFR 2.390
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Attachment 1

Proposed Change No. 301

Analysis of Proposed Operating License Change
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1.0 SUMMARY DESCRIPTION

This license amendment request (LAR) includes a proposed change to the scope of a Cyber
Security Plan implementation schedule milestone and a proposed revision to the existing
operating license Physical Protection license condition.

2.0 DETAILED DESCRIPTION

In Reference 1, the Vermont Yankee (VY) Cyber Security Plan and associated implementation
schedule were approved by the NRC. Because the Cyber Security Plan Implementation
Schedule contained in Reference 2 was utilized as a portion the basis for the NRC’s safety
evaluation provided by Reference 1, this LAR includes a proposed change to the existing
operating license condition for the Physical Protection license condition for VY to reference a
change to an implementation schedule milestone and a proposed Revised Cyber Security Plan
Implementation Schedule for the scope of Milestone 6. Milestone 6 requires the identification,
documentation, and implementation of cyber security controls for critical digital assets (CDAs)
that could adversely impact the design function of physical security target set equipment by no
later than December 31, 2012. This change revises the scope of Milestone 6 to apply to only
technical cyber security controls.

3.0 TECHNICAL EVALUATION

In Reference 3, the Nuclear Energy Institute (NEI) transmitted to the NRC an implementation
schedule template (Agencywide Documents Access and Management System (ADAMS)
Accession No. ML110600218) to aid compliance with the NRC’s cyber security regulations
codified in 10 CFR 73.54 which was acknowledged in Reference 4 by the NRC. NEI engaged
the industry in an effort to ensure that licensees submit an implementation schedule consistent
with the template provided in Reference 3. Entergy provided the requested implementation
schedule in Reference 2 in accordance with the template which the NRC acknowledged in
Reference 4.

During the industry’s efforts to submit implementation schedules, several other licensees
changed, via deviation, the implementation schedule Milestone 6 scope. Milestone 6 of the
template regards the identification, documentation, and implementation of cyber security
controls for target set CDAs by December 31, 2012. The other licensee’s Milestone 6 deviation
was to change the scope of cyber security controls to be addressed to include only the NEI 08-
09, Revision 6, Appendix D technical controls excluding the operational and management
controls on the basis that implementing the technical controls for target set CDAs provides a
high degree of protection against cyber-related attacks that could lead to radiological sabotage.
Furthermore, these other licensees justified that existing licensee programs that are currently in
place (e.g., physical protection, maintenance and work management, configuration
management, and operational experience, etc.) provide a high degree of operational and
management protection during the interim period until such time that the full Cyber Security
Program is implemented. The NRC found the deviation to Milestone 6 scope for other
licensees to be acceptable, and issued safety evaluations to plants whose implementation
schedule incorporated the deviation. Precedent is cited in Section 4.2.

Sections 1, 2, and 3 of this attachment contain security-related information
and are withheld from public disclosure per 10 CFR 2.390
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In Reference 2, Entergy previously submitted the implementation schedule without articulating
the deviation to the scope of Milestone 6. Milestone 6 with the deviation focuses the efforts on
the application of technical cyber security controls to those CDAs that are part of a target set or
could impact the proper functioning of target set equipment. Based on the above justification
and the fact that this deviation has already been approved for several other licensees, Entergy
is requesting this license amendment in order to specify that the cyber security controls being
identified, documented, and implemented in Milestone 6 are the technical cyber security
controls and existing plant programs are sufficient to satisfy the Milestone 6 operational and
management controls referenced in the VY Cyber Security Plan.

In conclusion, existing programs at VY currently in place (e.g., physical protection, maintenance
and work management, and configuration management, operational experience, etc.) provide
sufficient operational and management protection during the interim period until such time that
the full Cyber Security Program is implemented. The cyber security controls to be identified,
documented, and implemented in Milestone 6 of the Revised Cyber Security Plan
Implementation Schedule (Attachment 4) are the technical cyber security controls, excluding
the operational and management controls, referenced in the VY Cyber Security Plan that will be
completed following evaluation of the remaining CDAs and implemented with full Cyber Security
Program implementation.

This LAR includes the proposed change to the existing operating license condition for “Physical
Protection” (Attachments 2 and 3) for VY. This LAR contains the proposed Revised Cyber
Security Plan Implementation Schedule (Attachment 4). This LAR also provides a revised list of
regulatory commitments (Attachment 5).

4.0 REGULATORY EVALUATION

4.1 Applicable Regulatory Requirements/Criteria

10 CFR 73.54 requires licensees to maintain and implement a cyber security plan. Vermont
Yankee (VY) Facility Operating License No. DPR-28 includes a Physical Protection license
condition that requires Entergy to fully implement and maintain in effect all provisions of the
Commission-approved cyber security plan, including changes made pursuant to the authority of
10 CFR 50.90 and 10 CFR 50.54(p).

4.2 Precedent

Amendment No. 203 for the Calloway Plant (Reference 5) approved an implementation
schedule using the Nuclear Energy Institute (NEI) template (Reference 3), with the exception of
Milestone 6. The Callaway Plant deviated from the template for Milestone 6 to address only the
NEI 08-09, Revision 6, Appendix D technical controls, excepting for the operational and
management controls, on the basis that implementing the technical controls for the target set
CDAs provides a high degree of protection against cyber related attacks that could lead to
radiological sabotage.

The changes being proposed by Entergy in this amendment request are similar to those
approved in the Callaway Plant Amendment No. 203.

Sections 1, 2, and 3 of this attachment contain security-related information
and are withheld from public disclosure per 10 CFR 2.390



BVY 12-046 I Attachment 1 / Page 3 of 5

Sections 1, 2, and 3 of this attachment contain security-related information
and are withheld from public disclosure per 10 CFR 2.390

4.3 Sicnificant Safety Hazards Consideration

Entergy is requesting an amendment to the Vermont Yankee (VY) Facility Operating License to
revise the Physical Protection license condition as it relates to the Cyber Security Plan. This
change includes a proposed deviation to the scope of a Cyber Security Plan Implementation
Schedule milestone and a proposed revision to the VY Facility Operating License to include the
proposed deviation. Specifically, Entergy proposes a change to the scope of Implementation
Milestone 6 to apply to only technical cyber security controls.

Entergy has evaluated whether or not a significant hazards consideration is involved with the
proposed amendment by focusing on the three standards set forth in 10 CFR 50.92, ‘Issuance
of Amendment,’ as discussed below:

1. Does the proposed change involve a significant increase in the probability or
consequences of an accident previously evaluated?

Response: No.

The proposed change to the Cyber Security Plan Implementation Schedule is
administrative in nature. This change does not alter accident analysis assumptions, add
any initiators, or affect the function of plant systems or the manner in which systems are
operated, maintained, modified, tested, or inspected. The proposed change does not
require any plant modifications which affect the performance capability of the structures,
systems, and components relied upon to mitigate the consequences of postulated
accidents and has no impact on the probability or consequences of an accident
previously evaluated.

Therefore, the proposed change does not involve a significant increase in the probability
or consequences of an accident previously evaluated.

2. Does the proposed change create the possibility of a new or different kind of accident
from any accident previously evaluated?

Response: No.

The proposed change to the Cyber Security Plan Implementation Schedule is
administrative in nature. This proposed change does not alter accident analysis
assumptions, add any initiators, or affect the function of plant systems or the manner in
which systems are operated, maintained, modified, tested, or inspected. The proposed
change does not require any plant modifications which affect the performance capability
of the structures, systems, and components relied upon to mitigate the consequences of
postulated accidents and does not create the possibility of a new or different kind of
accident from any accident previously evaluated.

Therefore, the proposed change does not create the possibility of a new or different kind
of accident from any accident previously evaluated.

Sections 1, 2, and 3 of this attachment contain security-related information
and are withheld from public disclosure per 10 CFR 2.390
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3. Does the proposed change involve a significant reduction in a margin of safety?

Response: No.

Plant safety margins are established through limiting conditions for operation, limiting
safety system settings, and safety limits specified in the Technical Specifications. The
proposed change to the Cyber Security Plan Implementation Schedule is administrative
in nature. Because there is no change to these established safety margins as result of
this change, the proposed change does not involve a significant reduction in a margin of
safety.

Therefore, the proposed change does not involve a significant reduction in a margin of
safety.

Based on the above, Entergy concludes that the proposed change presents no significant
hazards consideration under the standards set forth in 10 CFR 50.92(c), and accordingly, a
finding of “no significant hazards consideration” is justified.

4.4 Conclusion

In conclusion, based on the considerations discussed above: (1) there is reasonable assurance
that the health and safety of the public will not be endangered by operation in the proposed
manner; (2) such activities will be conducted in compliance with the Commission’s regulations;
and (3) the issuance of the amendment will not be inimical to the common defense and security
or to the health and safety of the public.

5.0 ENVIRONMENTAL CONSIDERATiON

The proposed amendment provides a clarification to the CSP Implementation Schedule. The
proposed amendment meets the eligibility criterion for a categorical exclusion set forth in
10 CFR 51 .22(c)(1 2). Therefore, pursuant to 10 CFR 51.22(b) no environmental impact
statement or environmental assessment need be prepared in connection with the issuance of
the amendment.

6.0 REFERENCES

1. Letter, NRC to Entergy Nuclear Operations, Inc., “Vermont Yankee Nuclear Power
Station- Issuance of Amendment Re: License Amendment Request - Cyber Security
Plan (TAG No. ME4296),” dated July 20, 2011, NVY 11-056

2. Letter, Entergy Nuclear Operations, Inc. to NRC, “Technical Specifications Proposed
Change 292, Supplement 2, Response to Request for Additional Information (RAI) and
Revision to the Vermont Yankee Cyber Security Plan,” dated April 4, 2011, BVY 11-023
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3. Letter, Chris Earls (NEI) to Richard P. Correia (NRC), Template for the CSP
Implementation Schedule, dated February 28, 2011 (ADAMS Accession No.
ML110600211)

4. Letter, Richard P. Correia (NRC) to Chris Earls (NEI), Template for the CSP
Implementation Schedule, dated March 1, 2011 (ADAMS Accession No. ML1 10070348)

5. NRC letter from M. C. Thadani, USNRC, to A. C. Heflin, Union Electric Company,
“Callaway Plant, Unit 1 — Issuance of Amendment Re: Approval of Cyber Security Plan
(TAC NO. ME4536),” dated August 17, 2011 (ADAMS Accession No. ML1 12140087)

Sections 1, 2, and 3 of this attachment contain security-related information
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Safety Analysis Report for the facility and as approved in the SER dated
January 13, 1978, and supplemental SERs, dated 9/12/79, 2120180,4/15180,
7/3180, 10/24/80, 11/10181, 1/13183, 7/24/84, 3125186, 1211/86, 12)8/89.
11/29/90, 8/30/95, 3/23/97, 619197, 8/12197, 3/6198, 3131198, 9/2/98, and
2)24/99, subject to the following provisions:

Entergy Nuclear Operations, Inc. may make changes to the approved Fire
Protection Program without prior approval of the Commission only if those
changes would not adversely affect the ability to achieve and maintain safe
shutdown in the event of a fire.

G. Security Plan

Entergy Nuclear Operations, Inc. shall fully implement and maintain in effect
all provisions of the Commission-approved physical security, training and
qualification, and safeguards contingency plans including amendments made
pursuant to provisions of the Miscellaneous Amendments and Search
Requirements revisions to 10 CFR 73.55 (51 FR 27817 and 27822), and the
authority of 10 CFR 50.90 and 10 CFR 50.54(p). The combined set of plan&,
which contain Safeguards Information protected under 10 CFR 73.21, is
entitled: “Vermont Yankee Nuclear Power Station Security Plan, Training
and Qualification Plan, and Safeguards Contingency Plan, Revision 0,”
submitted by letter dated October 18, 2004, as supplemented by letter dated
May 16, 2006.

Entergy Nuclear Operations, Inc. shall fully implement and maintain in effect all
provisions of the Commission-approved cyber security plan (CSP), including
changes made pursuant to the authority of 10 CFR 50.90 and 10 CFR 50.54(p).
Entergy Nuclear Operations, Inc. CSP was approved by License Amendment

No.2471- t?5 f.i,1cvt(11(2 bi1 pp-f &-i, -(-flJ

H. This paragraph deleted by Amendment No. 107, 8/25/88.

This paragraph deleted by Amendment No. 131, 10/7/91.

J. License Transfer Conditions

On the dosing date of the transfer of Vermont Yankee Nuclear Power Station
(Vermont Yankee), Entergy Nuclear Vermont Yankee, LLC shall obtain from
Vermont Yankee Nuclear Power Corporation all of the accumulated
decommissioning trust funds for the facility, and ensure the deposit of such
funds into a decommissioning trust for Vermont Yankee established by
Entergy Nuclear Vermont Yankee, LLC. If the amount of such funds does not
meet or exceed the minimum amount required for the facility pursuant to
10 CFR 50.75, Entergy Nuclear Vermont Yankee, LLC shall at such time
deposit additional funds into the truet and/or obtain a parent company
guarantee (to be updated annually) and/or obtain a surety pursuant to
10 CFR 50.75(e)( 1 )(iii) in a form acceptable to the NRC and in an amount or
amounts which, when combined with the decommissioning trust funds for the
facility that have been obtained and deposited as required above, equals or

1 The Training and Qualification Plan and Safeguards Contingency Plan are Appendices to the Secunty
Plan.

a. — nan nn
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Safety Analysis Report for the facility and as approved in the SER datedJanuary 13, 1978, and supplemental SERs, dated 9/12/79, 2/20/80, 4/15/80,7/3/80, 10/24/80, 11/10/81, 1/13/83, 7/24/84, 3/25/86, 12/1/86, 1218/89,11/29/90, 8/30/95, 3/23/97, 6/9/97, 8/12/97, 3/6/98, 3/31/98, 9/2/98, and2/24/99, subject to the following provisions:

Entergy Nuclear Operations, Inc. may make changes to the approved FireProtection Program without prior approval of the Commission only if thosechanges would not adversely affect the ability to achieve and maintain safeshutdown in the event of a fire.

G. Security Plan

Entergy Nuclear Operations, Inc. shall fully implement and maintain in effectall provisions of the Commission-approved physical security, training andqualification, and safeguards contingency plans including amendments madepursuant to provisions of the Miscellaneous Amendments and SearchRequirements revisions to 10 CFR 73.55 (51 FR 27817 and 27822), and theauthority of 10 CFR 50.90 and 10 CFR 50.54(p). The combined set of plans1,which contain Safeguards Information protected under 10 CFR 73.21, isentitled: “Vermont Yankee Nuclear Power Station Security Plan, Trainingand Qualification Plan, and Safeguards Contingency Plan, Revision 0,”submitted by letter dated October 18, 2004, as supplemented by letter datedMay 16, 2006.

Entergy Nuclear Operations, Inc. shall fully implement and maintain in effect allprovisions of the Commission-approved cyber security plan (CSP), includingchanges made pursuant to the authority of 10 CFR 50.90 and 10 CFR 50.54(p).Entergy Nuclear Operations, Inc. CSP was approved by License AmendmentNo. 247, as supplemented by a change approved by License AmendmentNo. xxx.

H. This paragraph deleted by Amendment No. 107, 8/25/88.

This paragraph deleted by Amendment No. 131, 10/7/91.

J. License Transfer Conditions

On the closing date of the transfer of Vermont Yankee Nuclear Power Station(Vermont Yankee), Entergy Nuclear Vermont Yankee, LLC shall obtain fromVermont Yankee Nuclear Power Corporation all of the accumulateddecommissioning trust funds for the facility, and ensure the deposit of suchfunds into a decommissioning trust for Vermont Yankee established byEntergy Nuclear Vermont Yankee, LLC. If the amount of such funds does notmeet or exceed the minimum amount required for the facility pursuant to10 CFR 50.75, Entergy Nuclear Vermont Yankee, LLC shall at such timedeposit additional funds into the trust and/or obtain a parent companyguarantee (to be updated annually) and/or obtain a surety pursuant to10 CFR 50.75(e)(1 )(iii) in a form acceptable to the NRC and in an amount oramounts which, when combined with the decommissioning trust funds for thefacility that have been obtained and deposited as required above, equals or
1 The Training and Qualification Plan and Safeguards Contingency Plan are Appendices to the SecurityPlan.

Ronod Facility Operating Licence No. DPR 28
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Revised Cyber Security Plan Implementation Schedule

Identify, document, and
implement NEI 08-09,Revision
6, Appendix D technical cyber
security controls in accordance
with the Cyber Security Plan
Section 3.1.6 “Mitigation of
Vulnerabilities and Application
of Cyber Security Controls” for
target set critical digital assets
(CDAs) that could adversely
impact the design function of
physical security target set
equipment.

The implementation of controls
that require a design
modification that are not
finished by the completion date
will be documented in the site
configuration management
and/or change control program
to assure completion of the
design modification as soon as
possible, but no later than the
final implementation date.

The site physical protection program
provides high assurance that these
elements are protected from physical
harm by an adversary. The cyber
security program will enhance the
defense-in-depth nature of the
protection of CDAs associated with
target sets. Implementing Cyber
Security Plan security controls to target
set CDAs provides a high degree of
protection against cyber-r&ated
attacks that could lead to radiological
sabotage. Security controls will be
addressed in accordance with Cyber
Security Plan Section 3.1.6 with the
exception of those that require a
design modification.

Note that the operational and
management cyber security controls,
as provided in NEI 08-09, Revision 6,
Appendix E, will be implemented in
conjunction with the full
implementation of the Cyber Security
Program as previously submitted.
These controls are primarily
procedure-based programs and must
be implemented in coordination with
the comprehensive Cyber Security
Program. However, a high degree of
protection against cyber-related
attacks is maintained as major
elements of these programs (e.g.,
physical protection, access control,
maintenance and work management,
configuration management,
operational experience, etc) are
currently in place and are well
established within the nuclear industry.

This attachment contains security-related information and is
withheld from public disclosure per 10 CFR 2.390

6

# Implementation Milestone Completion Basis
Date

No later than
Dec. 31, 2012
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List of Regulatory Commitments

The following table identifies those actions committed to by Entergy in this document. Any
other statements in this submittal are provided for information purposes and are not considered
to be regulatory commitments.

TYPE
SCHEDULED

(Check One) COMPLETIONCOMMITMENT
ONE- DATE
TIME CONTINUING (If Required)

ACTION COMPLIANCE
Entergy will implement milestones 1, 2, 3, X December 31, 20124, 5, and 7 described in Attachment 4 of
letter BVY 1 1 -023 dated April 4, 201 1,
and the revised Milestone 6 in Attachment
4 of this submittal.


