Multi-Factor Authentication (MFA)
for Parents

A guide for parents accessing the CDDIS Parent Portal
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myVermont — log into Parent Portal

To access the CDDIS Parent
Portal, first navigate to
iInfo.my.vermont.qov

On the myVermont home
screen, click the ‘Family
Login’ button in the Child
Development Division —
Parent Portal tile.
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https://info.my.vermont.gov/

CDDIS Parent Portal Log In

= o

Log in as normal and enter your VIMIONT ViR
email address. Click ‘Next’, then

enter your password. Log in to get started *i*
Required Field (*)
H ‘ ' ’ H Email Address®
Once you click ‘Verify’, you V_V|II | | Verify with your password
be prompted to set up security ®

meihods T

| °

Forgot password?

Unlack Aceount
H_EI-E

Privacy Policy

Accessibility Forgol password?

Back to sign in
Don't have an account? Sign up
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Set Up Security Methods

=

-
VERMONT

After you sign in, you will be prompted to set et up security mothods
up security methods. S

Security methods help protect your loginvt-test
account by ensuring only you have access.

There are three options: Set up required
- Phone — text or voice o ety oo son

Used for access

- Authenticator apps (Google Authenticator, s
Microsoft Authenticator, etc.) R

Enter a temporary code generated
from authenticator apps including

- Okta Verify (another mobile application)

Authenticator.
Used for access

Set up

Each type of security method will be reviewed &) o
in the following slides. pchus o e veom e

used to prove your identity
Used for access

Set up

Back to signin
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Phone Authentication — SMS (Text) Option

You can set up phone authentication to
either receive a code via SMS or a voice
call.

‘SMS’ stands for short message service,
which is simply a text message.

For the text option, you must enter your
phone number, then click the ‘Receive a
code via SMS’ option.

You will be prompted to re-enter your
password. Enter your password and click
verify.
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Set up phone
authentication
@ parent@ =afm

Enter your phone number to receive a
verification code via SMS.

®) SMS

Vaoice call

Country/region

United States

Phone number

K

Receive a code via SMS

Return to authenticator list

Back tosignin

VERMONT

dokkok

Verify with your password

@

Password

| °

Forgot password?

Back to sign in
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Phone Authentication - SMS (continued)

=

VERMONT
On your mobile device, you
will receive a six-digit \.
verification code. g -
e Set up phone

L . <0 9 authentication
Enter that same verification @ warortissingg som
COde On your browser Your verification code | Haven't received an SMSYSend again

window, then click ‘Verify.’

he sender is not in your contact list A code was sent to your phone. Enter the code
Report Junk below to verify.

Carrier messaging charges may apply

If you do not receive a text, Enter Code
you can click ‘Send again’ to 972865 | |

re-send the code.

Return to authenticator list

Back to sign in
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Phone Authentication — Voice Call Option

Los Angeles, CA

VT +1(213) 320-2150 VERMONT

\

To set up the voice call
option, select ‘Voice call’ -
and enter your phone

number. Click ‘Receive a

Set up phone
authentication

. . , Set up phone
(@ parenttesting@ " arcom R )
code via voice call. authentication
Enter your phone number to receive a @ . X
verification code via veice call. (&) parent testing@ com

A Los Angeles phone
number will call, say a

Haven't received a call? Call again

Country/region Calling your phone. Enter the code below to

code, repeat it, then ]
hang up automatically. S— == S
Enter this code on your K | ® ao [ ass0d |
browser, then click o | oz Vaceml

. -
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Set Up Optional Backup Authenticators

VERMONT

After adding your phone authentication |

. . . Set up security methods
method, you will be given the option to add @owsioinge  com
‘Optional Backup Authenticators.’ sty ot oty gt o

Backup authenticators are recommended to Optional Backup Authenticators-

setting up additional options is not

required but may be helpful if you

prevent login trouble if you have issues with a o

Authenticator Apps

method one day. K oot anae

from authenticater apps including
Google Authenticator, and Microsoft

Authenticator.
Used for access

Next, we will review adding authenticator apps, —
then go over Okta Verify. You can also proceed O O

Okta Verify is an authenticator app.

installed on your phone ar computer,

without choosing a backup authenticator by

Used for access

selecting the green ‘Continue’ button. =
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Authenticator App Option

Click ‘Set up’ under the authenticator
apps option.

You will need to download an
authenticator app. Common options

are Google or Microsoft authenticators.

Microsoft Authenticator will be
reviewed in this guide.

You will be presented with a QR code
to scan or, if you cannot scan, you can
click the ‘Can’t scan?’ option below.
Both methods will be detailed in the
following slides.
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Set up security methods

4L

Set up your authenticator
app

R Phone - Tewl or Voics
ety with oo sont bo your phon () parenttesting@mailinator.com

S0t up reguined

Scan barcode
=l ug
Download an
A iithant e atar Ao authenticator app on
1{' ;“I _I . II i oy your phone such as
eimgos e II ¥ Google or Microsoft
sbor, and Microsafi authenticators.
Launch your
authenticator app, tap

f [
the icon, then scan

G’ Dhta Varily
Wada Werily 15 an suiberni=cabor sop Mext
rnstolliod ¢ WORF ElenaE O mpuic

Return to authenticator list

>k ug Back to sign in
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Microsoft Authenticator App

2:59

On the home screen in the
Microsoft Authenticator
mobile app, click the ‘+’ sign
In the top right corner.

= Authenticator

Scan QR code

Add account

Select ‘Other’ when adding

an account. -
=. Work or school account

DDDDDDDDDDDDDD

You can scan the QR code on | R

your browser with your phone

(pictured on the previous Your sccount provider il ispiey 8 QR code
slide) or click to enter a code St

manually (shown on slide 12).

ﬁ 69 @ =
Authenticator Passwords Addresses Verilied iDs

< VERMONT




Microsoft Authenticator (Continued)

VERMONT
The app will display a one- *
I - arent.tester®@ .com
tlr_ne pa_SS_W0rd code (nOte R ; Set up your authenticator
this 6-digit number changes app
eve ry 3 O SeCO n d S ) . (&) parent testing@mailinator.com
WAYS TO SIGN IN OR VERIFY

Enter code displayed from application

One-time passwords enabled

Enter the code into the B B e umitcolopeuniill Enter code

browser, then click ‘Verify.’ — |
-~ T 180

Verify

Return bo authenticator list

Back to sign in
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Microsoft Authenticator (Continued)

If you cannot use your camera to scan the QR code, enter a code manually as shown below. After clicking
‘Finish,” you will be shown a six-digit code to enter on your web browser (shown on previous slide).

-
VERMONT
P
VERMONT Scan QR code
; Add account
Set up your authenticator

app Set up your authenticator

app

I 3TZ2ZDBVGZSIEZX.JE

Finish

Your account provider will display a QR code

Heiurn 1o puthenpoabor [ig]

Or enter code manually
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Okta Verify Option

P
VERMONT

ol
Click ‘Set up’ under the Okta VERMONT
Set up security methods

Verify option. 0

The Okta Verify app must be et o . Set up Okta Verify
downloaded through your mobile i il
device’s app store.

You will be presented with a QR
code to scan or, if you cannot romsubantca v sl R
scan, you can click the ‘Can’t et :
scan?’ option below. Both

methods will be detailed in the @ Vuvwn
following slides. tadonyou thore o comput
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Setting Up Okta Verify (First Time)

Follow instructions in the Okta Verify app to get started, add an account, and select ‘Other’
account type.

3:21
Q < App Store
| o—
Close Add Account

Welcome to Okta Verify
How it works Ways to verif
Securely sign in to your organization's apps. y y Choose Account Type
When you access your organization’s apps, When signing in, enter a code from this app, )
use Okta Verify to confirm your identity. tap Yes on a push notification, or tap the "Sign Choose the type of account you would like
in using Okta Verify on this device" button. to add

= Organization 5

o '] Work, school, company

a
=
‘ ‘ Other S
Facebook, Google, etc

‘ Add Account from Another Device

Add Account
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Okta Verify

Choose to either ‘Scan a
QR Code’ or ‘Enter Key
Manually’ (pictured on
slide 17).

to Continue

|Choose an Optionl

To continue, scan the QR code provided by the
service or enter the key manually

Scan the QR code on
your browser (example
on slide 13).

Next, you will be

prompted to allow push

notifications

(recommended) and
enable Face ID "
(optional). |

Enter Key Manually ‘
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Scan QR Code

Okta Verify Okta Verify

o0
L &)

Allow Push Notifications? Enable Face ID

. . ”
Approve or deny requests directly from push Conflrmatlon N
notifications without having to open the Okta

Verify app. Protect your account by confirming your Face

ID when you sign in using Okta Verify.

-

Center QR Code within the Frame

Enter Key Manually

‘ Skip ’

2 VERMONT
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Okta Verify — Account Added

Okta Verify

@

Account Added Sree
Finish adding your account —— £3 okta Verify
by clicking ‘Done.” You will organization's apps.
be brought to the Okta R it vermont.gov >
Verify home screen, where T oice. v nesd 10 sgnin o
you can see your added e
account.
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Okta Verify — Enter Key Manually

If you can’t scan the barcode, click the ‘Can’t scan?’ link on the web browser. You can either email or text a
setup link. This guide will review the “Text’ option. Enter your phone number and click ‘Send me the setup link.’
Check your phone’s text messages.

¥ ot —~~
VERMONT PN VERMONT
VERMONT
& 20
e VERMONT
Set up Okta Verify 0
Set up Okta Verify via SMS 0
Set up Okta Verify on

another mobile device

Country/region Check your text messages

S rrep ha satUp link
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Okta Verify — Enter Key Manually
(Continued)

Click the link in the text message — it may try to open in your phone’s browser but click to open in the ‘Okta
Verify’ app (should have this downloaded already). Click ‘Get Started. Optionally set up Face ID, then click
‘Done’ after your account has been added.

3209 - TH
3:08 R 0 Cicta Verity
rﬁ. Iy ES T WITIONE Qo O

o i Welcome to Okta Verify ©
ey Account Added

(9 B You're about to set up an account for my-
test vermont.gov 1o securely sign in to your
s organization's apps. Won £86 i Secunsly S0 i b ywour

Today 3:08 PM CrganiTaton's Sops

Click here to enroll Okta Verify : Relurn ko your organi zation’s instructions to

https://my-test.vermont.gov/auth/ Dlﬂﬂ "u"E'ﬂfy' e

push/link/ Important Keep th inslalked
ftmHCQs7vCXk11fi4BPuJde- g drn-rcn e \':..EI '::L-T-;E sgn TW
VFODf4mypCO/.

Onpieny the Dicta Vierily ann 1o complele

aut2rxwwlyxucal8r4h7 9549111 SRrolimang
The sender is not in your contact list. -Em’ wants to Qpen
Report Junk L= "Okla u-ﬂ,l' LA

S —.

Add Account from Another Device

‘T DEnm Woertfy e raae =g, a6 T 00 reery

Do
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Using Your Security Method

Note: You will use your chosen security method each time
you log In.

The next section will cover:

- Using phone verification

- Using authenticator apps (Microsoft Authenticator and
Okta Verify)

- Setting up multiple security methods

- Removing security methods

< VERMONT




Verify with Phone — SMS (Text)

Click ‘Receive a code via SMS.’ You will get a text message with a 6-digit code. Enter
that six-digit code on your web browser screen, then click ‘Verify.’

3

P
VERMONT
< 4:04 N
VERMONT \.
\. U Verify with your phone
74454 )
Verify with vour phone

Friday 2:36 PM A codo ent bo o1 XXX X-0084 Entor t

Your verification code is 921232.

WS sp +1 KXN-XKX-09848

The sender is not in your contact list.

Report Junk
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Verify with Phone — Voice Call

Click ‘Receive a voice call instead.” You will get a call, which will voice a code to
enter. Enter that code on your web browser screen, then click ‘Verify.’

Los Angeles, CA

+1(213) 320-2150 .
VERMONT

o=

Verify with your phone

S
VEEMONT

(W

Verify with your phone

=1 XXN-X X X-0984. Ender tf

Enter Code
73807

v code via SMS (o 1 XXX-XXX-0084

Receive a code via SMS

® Qo

I Beceive a voice call ingtead Message Voicemail
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Verify with Microsoft Authenticator

You will be prompted to ‘Verify
with your authenticator app.’

Verify with your
authenticator app

Open Microsoft Authenticator on
your mobile device and enter the
six-digit code from the app into
the text box on the web browser
screen. Note: This code
changes every 30 seconds.

Enter the temporary code generated in your
authenticator app

Enter code
DBE&SaS
[ ‘
Verify with something else

Spck (ogign in

Click ‘Verify.’
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3:35

= Authenticator

@_

@ vermont.go
parent.testing(@ .Ccom

088 695 ®
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Verify with Okta Verify

VERMONT VERMONT
Verify it's you with a Verify it's you with a
. . security method security method
You can verify with Okta " 5

Verify two ways:

Select from the following options

1) Get a pUSh nOtlflcathn L Fhone - Text or Voice Salect 1\.. Phone - Text or Vaoice
2) Enter a code

#1004 X X-0084 +1 XA X-N K X-0084 Select

* Authenticator Apps Selec -‘- Authenticator Apps Selact
Enter a code Enter a code
Okta Verify Select 9 Okta Verify 2glect

Get a push notification = Get a push notification
Okta Verify el G Okta Verify sSelect

Back to sign in Back tg gign in
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Okta Verify — Push Notification

Click ‘Select’ next to ‘Get a VERVONT

push notification’ with Okta s G5

Verlfy- Verify it's you with a ) .
Eecurity methid 0 Verify the Sign-in Attempt

On your web browser, you will

be shown a number (in this beiomnian I:I

example, ‘8’ is shown).

. : r :11 i 2k I
: q ==
On your mobile device, you % Authenticator Apps Scloct - e
will receive a notification to E
open Okta Verify. You must O v o :
select the matching number, | © oo ihettoi e .
and then you will be signed in. e

Cancel the Shgn-in Altempt
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Okta Verify — Enter a Code

Click ‘Select’ next to ‘Enter a code’ for Okta Verify. On the Okta Verify app’s home screen, click the eyeball
emoticon. If you have Face ID enabled, verify with Face ID. A six-digit code will be displayed. Enter the
code on your web browser, then click ‘Verify.’

o

e - e
VERMIONT VERMONT

Verify it's you with a
: wil ¥ 3:44 wil B

security method

{3 okta Verify

Enter a code

Sclect from the following options

P e - my-test.vermont.gov 5 my-test.vermont.gov 3 8
o1 N XN-N X X084 ERCAN]
I Enter code from Okta Verify app
*— Authsnlicalor Appd Caploc 1..:".‘-1'.1

Launch Dashboard [ Launch Dashbaoard 5

e
a Enter o code = ]
Dhia Warsty i)
| |
lj‘- k | BERG

Get a push notification

Okcta Verily ki

Eipch 80 sign in
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Multiple Security Methods

If you have multiple security
methods set up, you can
verify with a different method
than the one you are first
presented with by clicking
‘Verify with something else.’

All the set-up security method
options will be displayed in a
list. Choose the one you
would like to use by clicking
‘Select.’
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-1

F o
VERMONT

*

Verify with your
authenticator app

Enter code

l_-l_.;.-_q.a ih sgmaething alge I

Back 10 sipn 6

S~
VERMONT

Verify it's you with a
security method

Select from the following options

Phone - Text or Voice
) 5 1K X X-0084 Select

- Authenticator Apps Select
Enter a code
Okta Verify Select

Get a push notification
a Okta Verify

Solect

Back to signin
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Remove Security Method(s)

To remove a security method, you must

log into myVermont and go to settings
(click on your hyperlinked in the top right
corner).name

In ‘Settings’ there is a section ‘Security
Methods,’ with your currently set-up
security methods. Next to each method
there is a ‘Remove’ button.

Note: If you remove all security
methods, you will be prompted to set up
a security method upon your next login
to the CDDIS Parent Portal. It is required
to have at least one security method
enabled.
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Password Reset

o~
VERMOMNT

Phone

+1 XXX-0X-0984 s

ok

Verify with your password

v+ Remove Phone i3}

Password
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https://info.my.vermont.gov/

Thank you for viewing this guide!

If you have additional questions, please submit a help desk
ticket with the CDDIS Help Desk
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https://cddhelp.my.vermont.gov/s/

	Multi-Factor Authentication (MFA) for Parents
	myVermont – log into Parent Portal
	CDDIS Parent Portal Log In
	Set Up Security Methods
	Phone Authentication – SMS (Text) Option
	Phone Authentication - SMS (continued)
	Phone Authentication – Voice Call Option
	Set Up Optional Backup Authenticators
	Authenticator App Option
	Microsoft Authenticator App
	Microsoft Authenticator (Continued)
	Microsoft Authenticator (Continued)
	Okta Verify Option
	Setting Up Okta Verify (First Time)
	Okta Verify
	Okta Verify – Account Added
	Okta Verify – Enter Key Manually
	Okta Verify – Enter Key Manually (Continued)
	Using Your Security Method
	Verify with Phone – SMS (Text)
	Verify with Phone – Voice Call
	Verify with Microsoft Authenticator
	Verify with Okta Verify
	Okta Verify – Push Notification
	Okta Verify – Enter a Code
	Multiple Security Methods
	Remove Security Method(s)
	Thank you for viewing this guide!

