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1 SHAREPOINT ACCESS

1.1 FIRST TIME LOGIN

Click on the following link for the Assister Resource Center (ARC):
https://vermontgov.sharepoint.com/sites/AHS-EXTDVHAAssisterResourceCenter/

This will bring you to the following Vermont login page. Enter the username in your welcome email
and click Next.
HINT: Your username should be in the format firstname.lastname@ahs.state.vt.us

7~ VERMONT
Sign in

Email, phone, or Skype

Can't access your account?

WARNING! BY ACCESSSING AND USING THIS
GOVERNMENT COMPUTER SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW
ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TO, THIS
COMPUTER SYSTEM MAY SUBJECT YOU TO
CRIMINAL PROSECUTION AND PENALTIES.

G% Sign-in options

Enter the password from your welcome email and click Sign in.
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7~ VERMONT

@ahs.statevt.us

Enter password

rassword

Forgot my password

Sign in with another account

WARNING! BY ACCESSSING AND USING THIS
GOVERNMENT COMPUTER SYSTEM, YOU ARE
CONSENTING TO S5YSTEM MONITORING FOR LAW
ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TQ, THIS
COMPUTER SYSTEM MAY SUBJECT YOU TO
CRIMINAL PROSECUTION AND PENALTIES.

On the next screen, you will be prompted to set up your Multi-Factor Authentication (MFA) method.

Click on Next to begin the process.

7~ VERMONT

@ahs.state.vt.us

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

e

WARNING! BY ACCESSSING AND USING THIS
GOVERNMENT COMPUTER SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW
ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TO, THIS
COMPUTER SYSTEM MAY SUBJECT YOU TO
CRIMINAL PROSECUTION AND PENALTIES.

On this screen, you will need to enter your phone number. You can choose to receive the verification

via text message or phone call. Enter your phone number and click Next.

NOTE: If you do not have a cell phone or direct office phone line, please reach out to
AHS.DVHAAssisters@vermont.gov for assistance.
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Keep your account secure

Your organization requires you to set up the following methods of proving whao you are.

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

[United States (+1) hd Enter phone number

@ Text me a code

O Call me

Message and data rates may apply. Choosing Mext means that you agree to the Terms of service and Privacy
and cookies statement,

If you selected Text me a code, you will If you selected Call me, you will receive
receive a 6-digit code via text message. additional instructions via phone call.
08:4249 HHEC ()
< o ‘

Text Message
Today 08:30

Use verification code 918921 for
Microsoft authentication.

Enter the code on the next screen and click

Follow the instructions provided.
Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

We just sent a & digit code to +1 802 . Enter the code below.

Enter code

Resend code

Once you complete the verification, you will receive a confirmation notice. Click Next to continue.
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Keep your account secure

‘Your organization requires you to set up the following methods of proving who you are.

Phone

° SMS verified. Your phone was registered successfully.

Click on Done to be brought to the Assister Resource Center (ARC).

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

% Phone
+1802

You should now see the Assister Resource Center (ARC).

o Wiho we are at AHS

AHS - DVHA VHC Assister Resource Center [External]

Home  AboutUs  Training & Information ~  Applications & Forms  Your Certification ~  Marketing

Not sure where to start?

Check out Fundamentals

Support

@ Assister Hotline
855-554-4488
fyou nesd case support thisis thef

Quick Links

[B Appiications & Forms

@ Program Inbox
AHS.DVHAAssisters@Vermont.gov
Email the Assistor Program if you are experiencing

£ 2055SIST form

1.2 ADDING A SECONDARY MULTI-FACTOR AUTHENTICATION (MFA) METHOD

Once logged into the Assister Resource Center (ARC), click on your initials in the upper right corner
of the site and then click View Account.

o Who we are at AHS State of Vermant Sign out

(:] .
AHS - DVHA VHC Assister Resource Center [External]
)

Home AboutUs  Trining &lnformation ~  Applications & Forms  YourCertfication . Marksting

D
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On the My Account page, click on UPDATE INFO under Security info.

/- VERMONT | My Account -

A Overview
8, Security info
O Devices

\, Password

& Organi

& Settings & Privacy
Sp My sign-ins

A7 Give fesdback

Assister
AHS - DVHA VHC

Security info

5

eep your verification methods and security
infa up to date.

UPDATE INFO

Devices

=

Disable a lost dey

connec

MANAGE DEVICES

everywhere

See sll the organizations that you're a part of.

il
o
<)

Password Settings & Privacy

&

Fersonalize your account settings and

s nger, or change it it ting
someone else knows it how your data is used.

CHANGE PASSWORD VIEW SETTINGS AND PRIVACY

Organizations

=

My sign-ins

p

See when and where you
check if anything lo

MANAGE ORGANIZATIONS REVIEW RECENT ACTIVITY

Click on Add sign-in method.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +1 802

~+ Add sign-in methad

%.) Phone

Lost device? Sign out everywhere

Change

+1 802!

Change Delete

1.2.1 USING AN AUTHE

NTICATOR APP

On the pop-up, select Authenticator app from the drop-down menu and click Add.

Add a method

Which method would you like to add?

X

Authenticator app

1.2.1.1 THE MICROSOFT AUTHENTICATOR APP
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You can install the Microsoft Authenticator app by clicking Download now. Once the app is installed,

click on Next.

Microsoft Authenticator X
Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".
I want to use a different authenticator app
On your computer screen, you will see the following instructions:
b4

Microsoft Authenticator

Set up your account

If prompted. allow notifications. Then add an account, and select "Work or school”.

T N

Follow these instructions on your mobile device, and then click Next on your computer screen.

9189 9:18 918 i T .
= Authenticator = Authenticator < Add account
WHAT KIND OF ACCOUNT ARE YOU ADDING?
=. Personal account

[ 1]
Wark or school account
| L

Other (Google, Facebook, etc.)

“Authenticator” Would Like to .

? ?

R Send You Notifications 1t? Ready to add your first account?
A Notifications may include alerts, of Any Microsoft account or other type of

sounds, and icon badges. These can
be configured in Settings. account you add will appear here.

Don’t Allow Allow

Add account Add account

Already have a backup?
Restore your account

Already have a backup?
Restore your account.

Begin recovery

Begin recovery
(@@ When you are signed in with your personal account, all
el ® 3 A L @® = stored passwords, addresses, and other autofill info will
Authenticator Passwords Addresses Verified IDs Authenticator Passwords Addresses Verified IDs e available on this device.

The next window will show a QR code for you to scan with your mobile device:
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Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator

app with your account.

After you scan the QR code, choose "Next”™

‘ Can't scan image? ‘

oo | I

Select Scan QR code on your mobile device.
NOTE: You may have to grant the app access to your phone’s camera.

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

.. Personal account
== Work ar school account >

E Other (Google, Facebook, etc.)

Add work or school account

Sign in

Scan QR code

Cancel

“Authenticator” Would Like to
Access the Camera
May be needed to scan QR code to
add a new account

(D) When you are signed in with your personal accaunt, all
stored passwords, addresses, and other autofill info will

be available on this device. Don,t A”OW OK

Scan the QR code with the app. You will immediately see a new item in your MFA list.

7| Page

Revised: 8/31/2023



9219

= Authenticator

State of Vermont
@ahs.state.vt.us

Scan QR code

Your account provider will display a QR code

Or enter code manually
Authenticator Addresses Verified IDs

Go back to your computer and click next:

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator

app with your account.

After you scan the QR code, choose "MNext™

‘ Can't scan image? ‘

e -

You will see the following window displaying a two-digit number:

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.

23
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On your mobile device, enter the two-digit number and select Yes.

9:23

= Authenticator

State of Vermont

&l [ e @ahs state.vt.us

Are you trying to sign in?
State of Vermont
s

Enter the number shown to sign in.

23

No, it's not me Yes

: - o
o o 2
ik & e

0 @

You should receive a confirmation that your MFA request has completed. Click Next to complete the

process.

Microsoft Authenticator

Motification approved

v/

1.2.1.2 ADIFFERENT AUTHENTICATOR APP

NOTE: For this example, we are using the Google Authenticator app, but the instructions should be
similar for all other Authenticators.

On the Authenticator screen, click on | want to use a different authenticator app.
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Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Mext".

| want to use a different authenticator app

On your mobile device, click on New account and select the option to Scan a QR code.

9:33 T - 9:34 T -
= Google Authenticator 2 ®

Search..

Looks like there aren't any Google Authenticator
codes here yet.

Signin
Scan a QR code O]
Enter a setup key
|. X
Click on Next on your computer.
Authenticator app X

Set up your account

In your app, add a new account.

= -

Using your mobile device, scan the QR code that is on your computer screen. You should
immediately see a time-sensitive code start to generate.
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9:379 ol T -

Authenticator app
Bcan the OR code

|z the susttenticator app 1o scan the OF coge

[ |

| P you scan e O cote dane W

Click on Next on your computer.

Authenticator app

Scan the QR code

101 il T -
= Google Authenticator & @
Search..
Microsoft: State of Vermont: @ahs....

746 840 “

Use the authenticator app to scan the QR code. This will connect your authenticator app with your

account.

After you scan the QR code, choose "Next".

L e Ko
Can't scan image?

e | N

Enter the code from the Authenticator app and click on Next.
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Authenticator app

Enter code
SRR Enter the 6-digit code shown in the Authenticator app.
746840
—

oo | I

You should now see Authenticator app Time-based one-time password (TOTP) as a listed MFA

method.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +1 502 Change
-|- Add sign-in method
@, Phone +1802 Change

ﬂ Authenticator app
= Time-based one-time password (TOTP)

Lost device? Sign out everywhere

Delete

Delete
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APPENDIX A: CHEAT SHEET

System Username Password
SharePoint first.last@ahs.state.vt.us

Same Password
AHS Uploader Your organization email
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